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Version Control 

 
          All information given under this version overrides all any kind of offers, 
assumptions, deliverables and contracts, given under any previous version. All 
previous versions of the subject document stand null and void. 
 
About this document 

 
          The Consultants belonging to the Intelligent Networks Division of HCL 
COMNET Ltd have especially prepared this document for GCOEA. The scope of the 
document is limited to documenting the switches connectivity Diagram, IP 
schema and configuration of devices. 
This document is confidential in nature and carries sensitive information, and 
therefore it is suggested that the document should be made available to the 
relevant people only. 
 
 
      For any further information, please contact at: 
Sameer Naik 
HCL Comnet Ltd. 
3rd Floor, Dorr-Oliver House 
Link Road, Chakala, Andheri (E) 
Mumbai :- 400 099 
Phone: +91-22-40320320 / 28385599. 
Extn: 381 
E-mail : sameern@hcl.in 
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2 Network Diagram: - 
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2.1 Datacenter Architecture:- 

The GCOEA Data Center Network Architecture, based on Cisco's Enterprise-wide 
Service Oriented Network Architecture (SONA) provides a cohesive foundation for 
IT executives to better align data center resources with business priorities. The 
architecture allows IT organizations to achieve lower Total Cost of Ownership 
(TCO), enhanced resilience and greater agility by evolving data center 
infrastructures through consolidation, virtualization, and automation. 
 
 
Lower TCO 

The Data Center Network Architecture optimizes IT productivity and resource 
utilization by providing a platform for the secure deployment of a service 
oriented, on-demand model for compute, storage and network resources. It has 
also facilities scale-up and scale-out server and storage consolidation and 
virtualization strategies, resulting in lower capital costs and higher utilization. It 
allows reduced operations costs by streamlining management and provisioning of 
pooled infrastructure resources to meet application needs. Also taken the 
consideration of best practices, data center support services and pre-qualified 
partner solutions to simplify implementation and reduce deployment costs. 
 
Resilience 

The Data Center Network Architecture creates an environment to protect valuable 
applications, services, information and infrastructure. It helps to ensure 
regulatory compliance by providing a resilient network infrastructure that 
supports security, availability, performance and business continuance goals. By 
providing end to-end segmentation across network, server and storage 
environments, together with application delivery optimization services, Service-
Level Agreements (SLAs) are improved at the same time that the benefits of 
consolidation are realized. The extension or replication of server, storage and 
application environments across geographically dispersed data centers ensures 
continued service even in the case of major disruptions. 
 
Agility 

The Data Center Network Architecture facilitates the adoption of new IT 
strategies, such as Service Oriented Architecture (SOA), Virtualization and On-
Demand Computing that allow GCOEA to respond faster to changing needs.  
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2.2 Network Architecture:- 

 
The GCOE Main Building as well as Computer electronic building datacenters are 
integrated with Cisco modular switches for higher routing capabilities. The 
network architecture is designed in 2 layer fashion core and access to protect 
critical applications and confidential data, enhance data center operational 
efficiencies, and rapidly create new secure application environments to support 
new business processes. 
 
Main Building datacenter 

The Main building datacenter is integrated with Cisco 4507R modular switch. The 
Cisco 4507R is having 7 modular slots and fully integrated with in-line 
redundancy power supply as well as supervisory engine. The switch configuration 
is taken in consideration of Meets all the bandwidth, latency and protocol 
requirements for user to server, server to server and server to storage 
connectivity and communications. Which ensure the fast and secure alignment of 
resources with application requirements and Application Networking Services that 
optimize application integration and the delivery of applications to end users. 
 
Computer and Electronic Building datacenter 

The computer and electronic building datacenter is integrated with Cisco 4503 
modular switch. The Cisco 4503 is having 3 slots and integrated with inline 
redundancy power supply.  
 
Access switch  

The access switch are Cisco Catalyst Express 500 Series 24Ports and Cisco 2950 
48ports. The Cisco 500 family of Layer 2-managed Fast Ethernet and Gigabit 
Ethernet switches offers non-blocking, wire-speed performance that provides a 
secure network foundation optimized for data, wireless, and voice. Built-in 
advanced security features help ensure that your devices and network are 
protected. The Cisco Catalyst Express 500 Series switches also offer Power over 
Ethernet (PoE), reducing the cost and complexity of IP Communications and 
wireless LAN deployments. PoE is an advanced technology that allows a switch to 
supply power and provide Ethernet connectivity at the same time over Category 5 
cable to inline power devices, such as wireless access points, closed-circuit TV 
cameras, and IP phones. The PoE ports eliminate the cost and complexity of 
running additional power outlets or cables to inline power devices. The Cisco 
Catalyst 2950 Series switches are fixed-configuration models that provide wire-
speed Fast Ethernet and Gigabit Ethernet connectivity for small and medium-
sized networks. It has brings intelligent services, such as enhanced security, high 
availability, and advanced quality of service (QoS), to the network edge—while 
maintaining the simplicity of traditional LAN switching. 
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HSRP :- 

Both the core switches implemented in HSRP mode. 

HSRP uses a priority scheme to determine which HSRP-configured router is to be 
the default active router. To configure a router as the active router, you assign it 
a priority that is higher than the priority of all the other HSRP-configured routers. 
The default priority is 100, so if you configure just one router to have a higher 
priority, that router will be the default active router.  

HSRP works by the exchange of multicast messages that advertise priority among 
HSRP-configured routers. When the active router fails to send a hello message 
within a configurable period of time, the standby router with the highest priority 
becomes the active router. The transition of packet- 
forwarding functions between routers is completely transparent to all hosts on the 
network.  

HSRP-configured routers exchange three types of multicast messages:  

• Hello—The hello message conveys to other HSRP routers the router's HSRP 
priority and state information. By default, an HSRP router sends hello messages 
every three seconds.  

• Coup—When a standby router assumes the function of the active router, it 
sends a coup message.  

• Resign—A router that is the active router sends this message when it is about 
to shut down or when a router that has a higher priority sends a hello message.  

At any time, HSRP-configured routers are in one of the following states:  

• Active—The router is performing packet-transfer functions.  

• Standby—The router is prepared to assume packet-transfer functions if the 
active router fails.  

• Speaking and listening—The router is sending and receiving hello messages.  

• Listening—The router is receiving hello messages.  
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PVST+ :- 

The PVST+ is configured as a loop avoidances protocol to prevent the bridging 
loop. 
 

802.1D Spanning Tree Protocol (STP) has a drawback of slow convergence. Cisco 
Catalyst switches support three types of STPs, which are PVST+, rapid-PVST+ 
and MST. PVST+ is based on IEEE802.1D standard and includes Cisco proprietary 
extensions such as BackboneFast, UplinkFast, and PortFast. Rapid-PVST+ is 
based on IEEE 802.1w standard and has a faster convergence than 802.1D. RSTP 
(IEEE 802.1w) natively includes most of the Cisco proprietary enhancements to 
the 802.1D Spanning Tree, such as BackboneFast and UplinkFast. Rapid-PVST+ 
has these unique features: 

• Uses Bridge Protocol Data Unit (BPDU) version 2 which is backward 
compatible with the 802.1D STP, which uses BPDU version 0. 

• All the switches generate BPDUs and send out on all the ports every 2 
seconds, whereas in 802.1D STP only the root bridge sends the 
configuration BPDUs. 

• Port Roles—Root port, designated port, alternate port and backup port. 
• Port States—Discarding, Learning, and Forwarding. 
• Port Types—Edge Port (PortFast), Point-to-Point and Shared port. 

Rapid-PVST uses RSTP to provide faster convergence. When any RSTP port 
receives legacy 802.1D BPDU, it falls back to legacy STP and the inherent fast 
convergence benefits of 802.1w are lost when it interacts with legacy bridges.  
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VLan Security:- 

Access lists can manage or control traffic as it passes through a switch. When 
normal access lists are configured on a Catalyst switch, they filter traffic through 
the use of the Ternary Content Addressable Memory (TCAM). Recall from Chapter 
3, “Switch Operation,” that access lists (also known as router access lists, or 
RACLs) are merged or compiled into the TCAM. Each ACL is applied to an 
interface according to the direction of traffic—inbound or outbound. Packets then 
can be filtered in hardware with no switching performance penalty. However, only 
packets that pass between VLANs can be filtered this way. 
Packets that stay in the same VLAN do not cross a VLAN or interface boundary 
and do not necessarily have a direction in relation to an interface. These packets 
also might be non-IP, non-IPX, or completely bridged; therefore, they never pass 
through the multilayer switching mechanism. VLAN access lists (VACLs) are filters 
that directly can affect how packets are handled within a VLAN. 
VACLs are somewhat different from RACLs or traditional access control lists. 
Although they, too, are merged into the TCAM, they can permit, deny, or redirect 
packets as they are matched. VACLs also are configured in a route map fashion, 
with a series of matching conditions and actions to take. 
 

 

Securing VLAN Trunks:-  

Because trunk links usually are bounded between two switches, you might think 
that they are more or less secure. Each end of the trunk is connected to a device 
that is under your control, VLANs carried over the trunk remain isolated, and so 
on. Some attacks or exploits can be leveraged to gain access to a trunk or to the 
VLANs carried over a trunk. Therefore, you should become familiar with how the 
attacks work and what steps you can take to prevent them in the first place. 
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Switch Spoofing:- 

Recall from Chapter 5, “VLANs and Trunks,” that two switches can be connected 
by a common trunk link that can carry traffic from multiple VLANs. The trunk 
doesn’t have to exist all the time. The switches dynamically can negotiate its use 
and its encapsulation mode by exchanging Dynamic Trunking Protocol (DTP) 
messages. Although DTP can make switch administration easier, it also can 
expose switch ports to be compromised. Suppose that a switch port is left to its 
default configuration, in which the trunking mode is auto. Normally, the switch 
port would wait to be asked by another switch in the auto or on mode to become 
a trunk. Now suppose that an end user’s PC is connected to that port. A well-
behaved end user would not use DTP at all, so the port would come up in access 
mode with a single-access VLAN. 
A malicious user, however, might exploit the use of DTP and attempt to negotiate 
a trunk with the switch port. This makes the PC appear to be another switch; in 
effect, the PC is spoofing a switch. 
 

Router Redundancy in Multilayer Switching:- 

Multilayer switches can act as IP gateways for connected hosts by providing 
gateway addresses at VLAN SVIs and Layer 3 physical interfaces. These switches 
can also participate in routing protocols, just as traditional routers do. 
For high availability, multilayer switches should offer a means of preventing one 
switch (gateway) failure from isolating an entire VLAN. This chapter discusses 
several approaches to providing router redundancy, including the following: 
■ Hot Standby Router Protocol (HSRP) 
■ Virtual Router Redundancy Protocol (VRRP) 
■ Gateway Load Balancing Protocol (GLBP) 
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Packet Forwarding Review:-  

When a host must communicate with a device on its local subnet, it can generate 
an Address Resolution Protocol (ARP) request, wait for the ARP reply, and 
exchange packets directly. 
However, if the far end is located on a different subnet, the host must rely on an 
intermediate system (a router, for example) to relay packets to and from that 
subnet. A host identifies its nearest router, also known as the default gateway or 
next hop, by its IP address. If the host understands something about routing, it 
recognizes that all packets destined off-net must be sent to the gateway’s MAC 
address rather than the far end’s MAC address. Therefore, the host first sends an 
ARP request to find the gateway’s MAC address. Then packets can be relayed 
to the gateway directly without having to look for ARP entries for individual 
destinations. If the host is not so savvy about routing, it might still generate ARP 
requests for every off-net destination, hoping that someone will answer. 
Obviously, the off-net destinations cannot answer because they never receive the 
ARP request broadcasts; these requests are not forwarded across subnets. 
Instead, you can configure the gateway to provide a proxy ARP function so that it 
will reply to ARP requests with its own MAC address, as if the destination itself 
had responded. Now the issue of gateway availability becomes important. If the 
gateway router for a subnet or VLAN goes down, packets have no way of being 
forwarded off the local subnet. Several protocols are available that allow multiple 
routing devices to share a common gateway address so that if onegoes down, 
another automatically can pick up the active gateway role. The sections that 
follow describe these protocols. 
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Cisco 2811 WAN router:-  

The cisco 2811 router is used to connected Internet leased line with BRI backup. 

Security has become a fundamental building block of any network. Routers play 
an important role in any network defense strategy because security needs to be 
embedded throughout the network. The Cisco 2800 Series features advanced, 
integrated, end-to-end security for the delivery of converged services and 
applications. With the Cisco IOS® Software Advanced Security feature set, the 
Cisco 2800 provides a robust array of common security features such as a Cisco 
IOS Software Firewall, intrusion prevention, IPSec VPN, Secure Socket Layer 
(SSL) VPN, advanced application inspection and control, Secure Shell (SSH) 
Protocol Version 2.0, and Simple Network Management Protocol (SNMPv3) in one 
secure solution set. Additionally, by integrating security functions directly into the 
router itself, Cisco can provide unique intelligent security solutions other security 
devices cannot, such as network admissions control (NAC) for antivirus defense; 
Voice and Video Enabled VPN (V3PN) for quality-of-service (QoS) enforcement 
when combining voice, video, and VPN; and Dynamic Multipoint VPN (DMVPN), 
Group Encrypted Transport (GET) VPN, and Easy VPN for enabling more scalable 
and manageable VPN networks. In addition, Cisco offers a range of security 
acceleration hardware such as the intrusion-prevention network modules and 
advanced integration modules (AIM) for encryption, making the Cisco 2800 Series 
the industry's most robust and adaptable security solution available for branch 
offices. As Figure 2 demonstrates, using a Cisco 2800 Series uniquely enables 
customers to deliver concurrent, mission-critical data, voice, and video 
applications with integrated, end-to-end security at wire-speed performance. 
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4 Trend Micro™ OfficeScan™ Client/Server Edition. 

 
 
Solution overview:-  

 
Protects enterprise networks from viruses, Trojans, worms, hackers, and network 
viruses, plus spyware and mixed threat attacks. As an integrated solution, it 
guards desktops, laptops, and network servers, while the Web-based 
management console makes it easy to set coordinated security policy and deploy 
automatic updates on every client and server. 
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4.1 Viewing the Management Console for the Officescan server 

 

To view the Management Console for the Office Scan Server  

 Click Start  Programs  Trend Micro Office Scan Server  Office Scan 
Management Console (HTML) 
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 Click “Yes” to continue to the web page. 
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 Enter the Management console password, which you had set during the 
installation and click on Logon: 
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 This is how the summary page would look like once you are logged in the 
management console. It shows connected clients and other details. 
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4.2 Performing the update on the Officescan Master Server 

manually 

 Click on update now. 

 Select all the components shown there for Update except Damage Clean up 
Services. Your console may not show all the settings shown here as some of 
updates  

 And Click on Update Now to update all the components. 
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 This shows the confirmation page that the virus pattern file, additional threat 
pattern, etc are updated to the latest release. 
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4.3 Recommended configuration of Officescan server 

 Go to Updates -> Server Update -> Automatic Update and the following 
window will appear. Please select the options as shown below: 
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4.4 Configuring the Manual Scan settings for clients on the 

Officescan Master Server 

 Select clients and then Scan Options and then select Manual Scan Settings as 
shown below.  

 Now you will be configuring the Manual Scan settings for all the users 
connected to the particular Office Scan server.  The Manual Scan Settings 
window will come up as show in the next page. 
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 Do the configuration in the page as per the screenshot below. 

 Please do not modify the Quarantine Directory and it will show in the form of 
HTTP://IP Address of Your OSCE Master Server. 

 Click the “Apply To All” button to save the settings to all the clients connected 
to the Office Scan server and close the window. 
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  4.5  Configuring the Real Time scan settings  

 On the left side of the main screen a tab for Real-time Scan Settings is 
present.  

 Click on Real-time Scan Settings to set the Real Time Scan settings for the 
clients for the Office Scan Server. 

 Do the configuration in the page as per the screenshot below. 

 Please do not modify the Quarantine Directory and it will show in the form of 
HTTP://IP Address of Your OSCE Master Server. 

 Click the “Apply To All” button to save the settings to all the clients connected 
to the Office Scan server and close the window. 

 
 
 
 
 
 
 
 



                                                                                                          NSIG/01/F-05 
                                                                                                                         

 

 CONFIDENTIAL    26 

4.6 Backing up the Officescan Server database 

The Office Scan server database contains all of the Office Scan settings, including 
scan settings and privileges. When this becomes corrupted, users can easily 
restore it when they have a backup. In Office Scan, users can back up the 
database manually or automatically by setting a schedule. 
Important: Trend Micro recommends configuring a schedule for automatic 
backup. Back up the database during non-peak hours when demand on the server 
is low. 
When the database is backed up, Office Scan automatically helps defragment it 
and repairs any possible index file corruption. To configure a schedule for 
automatic database back up, do the following:  

  On the sidebar, click Administration >Database Backup. The Database 
Backup screen appears, displaying a summary of the last backup result.  

 For Backup Path, type the location where you want to save the database and 
select the Create the folder if not already present check box if you want 
Office Scan to create a new folder. Include the drive and full directory path 
(e.g., c:\OfficeScan\DatabaseBackup).  

 Select the Enable scheduled database backup check box.  

 Select one of the following options: 

Daily: backs up daily  
Weekly: backs up weekly. Select a day from the list on which the database will 
be backed up.  
Monthly: backs up monthly. Select a date from the list on which the database 
will be backed up. 
Click Save  

 Specify a time to perform database backup in the Start time spin boxes. 
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4.7 Restoring Backed Up Database in Officescan Server. 

Back up of the following files and folders 
PCCSRV\HTTPDB folder PCCSRV\ofcscan.ini that includes the Global setting of 
Office Scan. 
 
PCCSRV\OfficeScan\Private\Ofcserver.ini PCCSRV\ous.ini that includes the OUS 
table for deployment as well as a list of Update agents and other sources where 
the other clients get the updates. 
 
PCCSRV\Private\PFW folder and PCCSRV\Private\ofcserver.ini that include the 
firewall settings, if the feature is currently used and the OUS settings. 
PCCSRV\PCCNT\Common\OfcPfw.dat that includes the personal firewall settings 
for clients. PCCSRV\Download\PfcPfw.dat that includes the personal firewall 
settings for deployment. 
 
Restore the files and folders on the server 
Stop the WWW service. 
Stop Office Scan Master Service. 
Copy the backed up files to the correct location. 
Using the command prompt, change directory to C: and type "cd \program 
files\trend micro\officescan\pccsrv" and press Enter. 
Type the "svrinst -setprivilege" command and press Enter to ensure that the 
copied files have their correct permissions. 
Start the WWW service and Office Scan Master Service. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



                                                                                                          NSIG/01/F-05 
                                                                                                                         

 

 CONFIDENTIAL    28 

 

 

5 Server Installation:-  
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5.1 Brief Description: 

 
DNS and Web Server:- 

 DNS server is configured to resolve local and public domain names. DNS 
services using DJBDNS and Tiny-dns are the main DNS program. The 
configuration of denying recursive queries from outside have also been carried 
out. There are two DNS servers implemented to provide redundancy.  

The prime functionality of the Web server is to act as a web server for  the 
http://gcoea.ac.in domain. Apache Web server is configured on Red hat enterprise 
Linux 4. The web-server is configured with multiple hosting. There are two  web 
servers to provide redundancy. Campus portal is developed and implemented and 
running on it. 
 

CWSNMS:  

 
 The CiscoWorks Server provides an environment that allows the deployment 
of web-based network management applications. Cisco Works Small Network 
Management System ver 1.5 is implemented to monitor and manage the 
network operation and devices. This software provide single point of 
administration of all the network devices and servers using telnet, SNMP and 
browsing them. 

 
 
 
Content Engine, Web-Sense and IWSS:- 

 With the advent of e-business applications such as e-commerce, e-
learning, knowledge sharing, and corporate communications, networks can 
experience uncontrollable bottlenecks in the flow of traffic. The ACNS 
solution helps enterprises and Internet service providers (ISPs) protect 
their networks from these uncontrollable bottlenecks and efficiently 
distribute rich media files to their end users. Designed for affordability and 
ease of installation, the ACNS solution enables high-impact, high-
bandwidth rich media such as high-quality streaming video to be quickly 
deployed with minimal administration. Streaming is a technology that 
allows content to be accessed or viewed before all the media packets have 
been received, with caching, the content must be received in its entirety 
before it can be accessed. ACNS software supports multiple content 
routing methods and allows Content Engine caches to be populated with 
content in multiple ways. Content Engines with ACNS software installed 
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accelerate content delivery by caching frequently accessed content 
(transparently or proxy-style) and then locally fulfilling content requests 
rather than traversing the Internet or intranet to a distant server. 

 By caching content locally, Content Engines minimize redundant network traffic that 
traverses WAN links. As a result, WAN bandwidth costs either decrease or grow less 
quickly. This bandwidth optimization increases network capacity for additional users 
or traffic and for new services such as Voice over IP (VoIP) 

 Blocks known threats before they reach the endpoint and alerts on 
potential network threats-Websense Web Security Suite identifies security 
threats, such as malicious websites, protocols, applications, and HTTP traffic 
(on Port 80 and all other ports) and blocks their access at the internet gateway. 
Websense Web Security Suite also alerts administrators on email-borne worm 
traffic in the network.  

 Proactively discovers web security threats-Websense ThreatSeeker 
technology scans over 595 million websites per week, searching for threats. 
Real-time security updates are available within minutes of the discovery of a 
new high-risk threat with no administrative intervention required.  

 Lowers the risk of intellectual property theft-Websense Web Security Suite 
lowers the risk of intellectual property theft and malicious attacks through 
instant messaging (IM), IM attachments, and protocols, such as peer-to-peer, 
email, file transfer, and others.  

 Swiftly alerts when websites or brands are under attack and reports web 
server vulnerabilities-Websense Web Security Suite includes the three 
Websense Web Protection Services which help organizations protect their 
websites, brands, and web servers. Websense mines the organizations’ 
websites and watches their brands and associated URLs as part of its daily 
activities. If a site is infected with MMC or the name and URL being used in 
phishing, fraudulent, or other malicious attacks, Websense notifies the 
organization with attack details so immediate action can be taken. Websense 
also performs regular web server scans for a “hacker’s-eye view” of server 
vulnerabilities and potential threats. Reports of risk levels and recommended 
actions are provided through a web-based portal, allowing organizations to 
take corrective action.  

 Provides industry-leading web filtering capabilities-Websense Web 
Security Suite includes the industry’s leading web filtering technology. This 
technology, the most comprehensive and accurate on the market, allows 
organizations to manage productivity, reduce their risk of legal liability, and 
improve bandwidth use.  

 Optimizes network bandwidth-Websense Web Security Suite enables 
organizations to optimize their network bandwidth by prioritizing and 
managing traffic in real-time based on pre-set thresholds and without requiring 
administrative intervention.  

 Includes flexible reporting tools-Websense Web Security Suite provides the 
most advanced capabilities for identifying organizational security, 
productivity, legal liability, and network bandwidth consumption risks.  

 Reduces the burden on IT-Websense Web Security Suite allows 
organizations to distribute administrative tasks across departments, groups, or 
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locations. Individual administrators can then customize policies to meet their 
area’s needs and can assume responsibility for their users.  

 Trend Micro™ InterScan™ Web Security Suite provides the first line of 
defense against multiple Web-based threats—blocking attacks at the 
gateway. It guards against viruses, spyware, grayware, and phishing, and 
offers optional security modules to combat malicious mobile code and 
manage employee Internet use. The suite integrates with optional Trend 
Micro™ Damage Cleanup Services to remove threats and restore infected 
files. As a fully integrated solution, it is easy to deploy, manage, and 
maintain—lowering the total cost of ownership.  

 Trend Micro InterScan Gateway Appliance delivers all-in-one, 
comprehensive protection against security threats at the Internet 
Gateway, before they can damage your network. This secure content 
management (SCM) appliance saves time and money by reducing support 
calls, increasing the productivity of employees, and preserving the 
availability of network resources.  

  
 
 
 
 

 
Inter scan Mail Security Suit:- 

 
 IMSS server is configured to scan inbound and out bound email and 
attachments for viruses, to control the spam and other unwanted mails to the 
campus users. This server is configured to receive emails for the domain 
‘gcoea.ac.in’ and forward them to the qmail server. Similarly it receives mails 
from the qmail server and then forward them to other domains after scanning. 
InterScan™ Messaging Security Suite integrates multi-tiered anti-spam and 
anti-phishing with award-winning antivirus and anti-spyware. Content filtering 
enforces compliance and prevents data leakage. The suite filters inbound and 
outbound email and attachments based on keywords, lexicons, attachment 
characteristics, and other content security rules. 
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Qmail:- 

The servers have been configured with Red Hat Enterprise Linux (RHEL4) as the 
operating system. The configurations have been carried out primarily for providing 
secure Email and authentication for users at GCOEA. 
Various Services configured on the server 
Logical Layout of the LDAP/Qmail server: 
 
 
 

 
 

                                                                  INSIDE   DMZ   NAS   Outside 
                                                             
                                                                                                                          
                                                                      
 
 
 
 
The Qmail server is configured to use NAS storage space for the users mailboxes. The 
NAS volume (GCOEA-NAS) has been mounted using NFS over the /home/staff 
directory of both mail servers. Following is the detail explanation of the 
configurations carried out on the server in the above mentioned setup. 

 
 
 
 
 
 

 QMAIL 
       The prime functionality of this server is to act as an external email server 
for the gcoea.ac.in domain. Qmail is a secure, reliable, efficient, simple 
message transfer agent. qmail's straight-paper-path philosophy guarantees that 
a message, once accepted into the system, will never be lost. qmail also 
optionally supports maildir, a new, super-reliable user mailbox format. 

LDAP/Qmail/squirrelmail 
directory-1.gcoea.ac.in 
10.1.1.240/16 

NAS(GCOEA-
NAS) 
10.125.1.101/16

LDAP/Qmail/squirre mail 
directory-2.gcoea.ac.in 
10.1.1.241/16 
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Maildirs, unlike mbox files and mh folders. Qmail's modular, lightweight 
design and sensible queue management make it the fastest available message 
transfer agent.  
The files of interest are as as follows: 
              /var/qmail/supervise/qmail-send     & 
             /var/qmail/supervise/qmail-smtp 
 

 Courier  IMAP 
          Courier-IMAP is a fast, scalable, enterprise IMAP server that uses 
Maildirs. Many E-mail service providers use Courier-IMAP to easy handle 
hundreds of thousands of mail accounts. Maildir" is a directory-based mail 
storage format originally introduced in the Qmail mail server. Courier-IMAP 
is a server that provides IMAP access to Maildirs. The primary advantage of 
maildirs is that multiple applications can access the same Maildir 
simultaneously without requiring any kind of locking whatsoever.  
The files of interest are as follows: 
           /usr/lib/courier-imap 
 

 Squirrelmail  
          SquirrelMail is a Webmail application and written in the PHP scripting 
language. It can be installed on almost all web servers so long as PHP is 
present and the web server has access to an IMAP and SMTP server. 
SquirrelMail uses a plugin architecture to accommodate additional features 
around the core application.  
The files of interest are as follows: 
            /etc/squirrelmail 
 
 
 
 
 
 
 
 

 Spamassasin 
          SpamAssassin is a Perl-based application (Mail::SpamAssassin in 
CPAN) which is usually used to filter all incoming mail for one or several 
users. It can be run as a standalone application or as a client (spamc) that 
communicates with a daemon (spamd). Mail filter programs such as procmail 
can be made to pipe all incoming mail through SpamAssassin with an 
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adjustment to user's .procmailrc file. The spamcontrol package acts as a 
Viruswall also. It is also a Network based spam controlling mechanisms. It 
filters out any email containing viruses detected using the clamscan antivirus 
software installed on the server. 

 
LDAP:- 

         LDAP stands for Lightweight Directory Access Protocol. LDAP is 
basically used for authentication Using the LDAP server configuration we 
create an address book server for email clients for gcoea.ac.in domain. 
Building a centralized authentication system using Lightweight Directory 
Access Protocol (LDAP) promises to reduce administration costs, increase 
security, avoid data replication, and increase data consistency. The 
OpenLDAP software and the packages it interfaces with provide tools to 
create a Directory Information Tree, a read-mostly database. This article 
shows you how to store user account information and modify the 
authentication services. 
The files of interest are as follows: 
         /etc/openldap/ 

 

6 Devices serial Number:- 

Sr # Device Name Device Sr No # Qty 
1 Cisco catalyst 4503 FOX095303PG 1 
2 Cisco catalyst 4507R FOX100306P2 1 

3 Access Point AIR-AP1231G-A-
K9 

FHK1010JOAD   
FHK1010JOAF   
FHK1010JOAG   
FHK1010JOAH   
FHK1010JOAE
FHK1010JOA8
FHK1010JOA9   
FHK1010JOAA   
FHK1010JOAB   
FHK1010JOA7 10 

4 CiscoSwitch2950 Series 
FOC1008Z002   
FOC1102W4N3 3 
FOC1008Z086   

5 Cisco ASA 5520 Series JMX1008K03T 1 
6 Content Engine 500 8836C2XKQMWPOT 1 

7 CP-7920-AP-K-9 FOC10093TXA 2 
FOC10093U4R   
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8 CVT-ADV-E1 LGS094800TD 2 
LGS094800SV   

9 Cisco 2800 Router FHK1010FO9Y 1 

10 

Cisco IP Phone   2 

CP-7912G-A INM100711HT 2 
INM10061358   

CP-7970G INM10061ROS 2 
INM100814DP   

AIR-ANT4941     
CP-PWR-CUBE-3 341-0081-02 (2Nos) 2 

AIR-BR1310G-A-K9-R FTX1008U071 2 
FTX1008U06U   

11 Cisco MCS 7800 Series IBM 
Server X series 206 8482PDLKQLHF1T 1 

12 AIR-ANT 24120   1 

13 CiscoSwitch500 Series 

FOC0944X4FA   
FOC0944X4F0   
FOC0944Z8XM   
FOC0944X4FU   
FOC0944X4F2   
FOC0944X4F6   
FOC1103X37L   
FOC0944X4ET   
FOC0944X4FN   
FOC944Z8U1   
FOC0944X4FQ 11 

14 HP Servers 6 

15 
LL Modem, WT card & V.35 
cable   1 

16 Aeithra Video Conf Unit   2 
 

 

 

 

 

 

 

 


